Petition to Enact Comprehensive Privacy Laws in New Jersey

To safeguard the privacy rights of New Jersey residents and ensure their ability to exercise control over
their personal data, including options to access, modify, delete, or opt out of the sale of such data to
third parties.

Personal data is collected, sold, and used daily by almost all internet-connected companies, often
without the knowledge or consent of the consumer utilizing their services. Projects such as Spyware
Watchdog (https://spyware.neocities.org) and ToS;DR: Terms of Service; Didn’t Read
(https://tosdr.org) have sprouted up to combat the obfuscation of how data is mined and to inform users
about what actually happens with their data.

For example, the service Reddit decredits your content and “you irrevocably waive any claims and
assertions of moral rights or attribution with respect to Your Content.” (Reddit, 2023). Spyware
Watchdog, the service mentioned above, has collected evidence from various sources that Google
Chrome keylogger, constantly records active microphone channels, profiles your device usage, and
sends your passwords to their servers. In addition, they create a unique identifier per install, “so that
Google can create a consistent user identity for you, undermining anonymity.” (Spyware Watchdog,
2021).

These examples are completely non exhaustive. A quick google search leading to the privacy policies
of various companies can give you quick insight onto how data is handled, provided it is thoroughly
analyzed. For example, the TikTok privacy policy collects your usage, device, location data, device
information, cookies, and more by your usage of the service. However, they also collect information
from “Advertisers, measurement and other partners” which include your activity on other platforms,
and “such as mobile identifiers for advertising, hashed email addresses and phone numbers, and cookie
identifiers, which we use to help match you and your actions outside of the Platform with your TikTok
account.” (TikTok, 2023).

Similarly, the blue chip Microsoft, which created the illusion of a transparent operating system
Windows, is known for being a notorious privacy nightmare. Let’s dive into some of the ways
Windows collects your data. When monitored under WireShark (https://www.wireshark.org/), a free
utility to monitor network traffic in real time, the company requested the usual Bing, Windows Update
or SmartScreen, and in addition third party geolocation servers and those which belong to largely
unknown entities, on idle. In total, Windows “had tried over 5,500 connections to 93 different IP
addresses, out of which almost 4,000 were made to 51 different IP addresses belonging to Microsoft.”
In these 5,500 requests are contained a variety of data regarding voice, hardware, internet, browsing
history, application logs, and more (TheHackerNews, 2016).

Finally, it is worthwhile to mention Apple, which is regarded as a privacy-friendly company. With your
“consent”, Apple collects hardware, contact, payment/transaction, health, fitness, financial information,
and your application usage data. They also collect information passively from their partners, which
includes data from other individuals when they “[have] sent you a product or gift card, invited you to
participate in an Apple service or forum, or shared content with you.” They also send data to third
parties to “validate the information you provide” (Apple, 2022). In comparison to the above examples,
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Apple does protect the privacy of their users more effectively, but they still collect a vast amount of
information about their users.

Another major concern is security breaches. Since no company is able to provide perfectly secure
software, therefore larger amounts of data means a larger attack surface. If the companies software gets
breached, mass amounts of personal data, potentially for hundreds of thousands of users- are now
accessible to a group with malicious intentions. As companies tend to store passwords in plain text on
their servers, this could be utilized to compromise data on a variety of other servers, as well. Not even
the federal government is completely insured against attacks, as notable in the 2020 federal government
breach by Russian hackers on the company SolarWinds which is a product employed to monitor
network activity on federal systems. This lead to “nearly 18,000 of its customers [receiving] a
compromised software update” (GAO, 2021).

Not all hackers are experienced; some don’t even have fully developed brains! Earlier this year,
teenager hackers loosely banded from places like the UK and Brazil exploited security weaknesses in
major businesses in the United States. If even teenage hackers could penetrate systems of such large
corporations, then what is to be said about the more experienced hackers? Even if the access point to
this breach was completely patched, “it could take a decade eradicate a vulnerability in software used
by thousands of corporations and government agencies worldwide.” (Lyngaas, 2023).

It is important to consider that New Jersey does have standard measures for a company to take in the
event of a data breach, which includes “notification of the breach to any customer who is a resident of
New Jersey whose personal information was, or is reasonably believed to have been, accessed by an
unauthorized person.” (Disclosure of Breach of Security to Customers, 2023). However, this does not
grant the consumer the ability to exercise rights over their data, and additionally the consumer cannot
prevent leakage of their personal data nor reduce the effects.

Unfortunately, companies have it difficult to market to the consumer, than in the past. Businesses
release almost 30,000 products every year, “and 95% of them fail according to Clayton Christensen, a
professor at Harvard Business School.” (Geraldo, 2021). For this reason, many companies data mine
their audience in an attempt to build more relevant ads for the consumer. It is important for companies
to understand that data mining is not a standard policy to be adopted for their marketing model, and
that innovative measures should be taken for a more moral model of reaching their consumers.

Additionally, the demand for smartphones have increased steadily in recent years, and contain several
telemetry features, such as precise location data, detailed video/microphone input, and very accurate
logs of how the user interacts with the device. Not only smartphones, but smart watches, such as the
Apple Watch, which tracks your heart rate, blood pressure, body temperature, and can even gain some
insight into your emotions; which companies that track the music its consumers listens to, like Spotify,
already have perfected on higher levels.

It is important to understand that while these services may track you and profit significantly off of your
personal data, even if they were completely privacy friendly, there are flaws in the services that these
companies may make. For example, the content of iMessage conversations “are encrypted end-to-end,
so they can’t be read while they’re sent between devices.” (Apple, 2019). However, Apple’s services



use iCloud, and iCloud backs up contents of the iPhone including messages to their servers, where it is
stored in text format regardless. Apple may address this in the future.

While a significant amount of information was provided regarding how companies are not transparent
or cooperative with personal data, this is not to say that these services do not have their uses. In the
increasingly digital world, where even realities are simulated, these applications have provided
convenience. Smartphones have integrated a variety of features that would require an array of devices
in the past into one, such as documents, music, camera, texting/calling, emails, and more.

Smartwatches have made it significantly easier to be able to monitor one’s physical statistics, as well
as provided convenience to notifications on their smartphones which would require turning on the
smartphone and unlocking it before being able to view information on the notification. Spotify and
other music products like Apple Music have made organization of music a bliss, and being able to
listen to each other’s collection of music a simple and easy process as well. They have also opted for
protection of their creators content utilizing a proprietary technology known as DRM or Digital Rights
Management, which allow secure playback of the content. Utilizing school or university services
almost always requires an online account. To navigate the modern world without creating an account
on any internet services would be a very difficult, if not impossible task.

These proprietary, commercial technologies that often come with an illusion that they carry no price,
profit massively from mining personal data. This has been in due to the internet being portrayed as a
large, free entity, on which nothing should have a price, following it’s exponential increase in the late
90s. In some way, this statement is correct, but to those who can spare a few measly dollars, the cost of
surveillance is much higher. Companies have done a rather exceptional job of portraying the value of
the service as a mere representation of the price that you pay, allowing them to degrade their service to
sweetened garbage without having to base their reasoning for doing so on a less valid excuse.

That’s not to say that proprietary technologies don’t charge you, either. For example, services may
allow automated sign up and subscription payment online, but require calls and a wait in line to cancel.
For many users, the monthly subscription payment consumes a portion of their bills without their
knowledge, a process referred to as automatic bill payment. If the user had a streamlined process to
delete their account after the necessity of the service terminates, then the subscription payments would
be canceled as the account would cease to exist.

It should be mentioned that privacy respecting software, commonly open source software, have the
potential to being a viable alternative. It is possible for one to switch the majority of their software to
the privacy respecting alternatives without having to worry about the quality of the software; however,
migrating existing infrastructure already causes huge discrepancies, and for needs such as educational
or financial to be met, software with tracking features are usually the only option. Therefore, it is more
viable to be able to modify, access, and opt out of the sale of the users data while the software is being
utilized, and for the data to be discarded once the purpose has been succeeded.

If New Jersey is able to adopt a law that would grant users rights to modify, access, delete, or opt out of
the sale of their data, numerous things would happen. Firstly, the profitability of mining users data
would decrease with publicity. Citizens will contain a greater understanding of how corporations may
use and control their data, motivating them to read privacy policies in the future, and to keep track of



services in which the citizen is enrolled in. Corporations will receive that New Jersey is granting rights
of control over its citizens data and this may motivate other states/countries to do so. Data deletion/opt
out of sale/access requests incur a small cost to the organization, and with increasing education about
privacy, it could become less profitable overall, requiring companies to adopt a more moral, innovative
method of profiting off of their products. It would inevitably lead to improved marketing and higher
standards of quality for their products, due to increasing awareness of other immoral actions companies
may commit, such as relying on poor labor conditions in developing countries for the low prices we see
today.

Even though commercial products may be notorious for monetization in whatever means possible, they
are not all negative. If innovation is channeled properly, more moral, healthier, environmental friendlier
business strategies will spring about. Passing the New Jersey Privacy Act is the start to an improved
world where businesses have other, more moral and transparent methods of profitability.

Also, a significant of internet services do provide account deletion as a feature of their website, whether
there is a legal requirement for it or not. Notably, the majority of the organizations mentioned
throughout this document, do allow the user to delete their account through the website. TikTok,
Instagram, Reddit (https://reddit.com), Google (https://google.com), Microsoft (https://microsoft.com),
Spotify (https://spotify.com), Discord (https://discord.com), and many more provide the ability to
delete data right from the website.

However, there are notable services that require manual contact and a tedious verification process to
delete one’s account. For example, services may allow automated sign up and subscription payment
online, but require calls and a wait in line to cancel. Macy’s (https://macys.com, Zillow
(https://zillow.com), NinjaKiwi (https://ninjakiwi.com), Steam (https://store.steampowered.com),
Supercell (https://supercell.com), and other organizations require email or phone contact. In addition,
organizations like Teespring (https://teespring.com), Peacock TV (https://peacock.tv), NewEgg
(https://newegg.com), and Amazon AWS (https://aws.amazon.com) are stringent on their data deletion
policy, and may take notorious periods of time to comply with the request, and may refuse to comply
where privacy rights are not mandated by law. One of the most notorious organizations, Roblox
(https://roblox.com), require manual verification that the consumer is in a jurisdiction where legal
rights can be executed requiring use of your camera and mic and related technologies in order to for
them to comply with the request.

Therefore, one could argue that even with the privacy laws, things may remain imperfect. Even for
companies operating in jurisdictions that require enhanced privacy laws, the user is often asked the
question several times if they would like to delete their account in “confirmation” and have a scheduled
deletion time of a few months. Additionally, the process may be manual and the customer service may
be largely unresponsive. There may still be difficulty in exercising privacy rights regarding your
personal data due to the companies unyielding nature, however the process of exercising privacy rights
will become much easier due to the necessity to comply with law. When equipped with a legal
requirement, like 45 days as established in other states, it becomes much more likely that the
companies will comply with your request, and if not you have the legal authority to file a complaint on
NJ Consumer Affairs (https://njconsumeraffairs.gov) against them at your discretion, which has the
added bonus of reducing the companies popularity and decreasing the likelihood of other companies
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refusing to comply. The purpose of the law is not for perfection, but to grant consumers in New Jersey
easier access to exercising privacy rights, and to inform the general public about how active action is
being taken against data mining.

However, New Jersey would not be the first state to adopt privacy laws, either. Numerous acts have
been enacted in legislatures across the United States and in other regions to empower consumers to
regain control of their data. Examples include the Colorado Privacy Act (Colorado General Assembly,
2022), California Consumer Privacy Act (State of California Department of Justice, 2023), Connecticut
Data Privacy Act (Connecticut State, 2022), and the Virginia Consumer Data Protection Act (Code of
Virginia, 2023). All of these acts allow consumers to modify, access, delete, and opt out of the sale of
their data. They were enacted out of a growing concern about data collection in their states.

Neither is the United States the first nation to adopt laws regarding data rights. These rights have been
adopted in laws such as the Act on Protection of Personal Information (Japan, 2003), the General Data
Protection Regulation (European Union, 2016), Data Protection Act (UK, 2018), Canada’s Personal
Information Protection and Electronic Documents Act (Branch, 2019), Brazil’s General Data Protection
Law (Brazil, 2018). It is important for the United States to be progressive with its data regulation
policies as well. The New Jersey Privacy Act will be a predecessor to that.

As a state, New Jersey grants the consumer a significant amount of rights. New Jersey has passed acts
such as the New Jersey Consumer Fraud Act (New Jersey, 2022) which protects consumers from fraud
and allows individuals to seek damages for losses suffered, Truth-in-Consumer Contract, Warranty, and
Notice Act (New Jersey, 1981) which ensures clear and accurate information in businesses contracts,
warranties, and notices and prohibits unfair and deceptive provisions, Lemon Law which protect New
Jersey consumers who “purchase vehicles that develop repeat defects or lengthy unusable periods
during the first two years or 24,000 miles.” (New Jersey, 1989), and the Identity Theft Protection Act,
which sets requirements for businesses to secure personal information and to notify the consumer of
“any breach of security of those computerized records following discovery or notification of the breach
to any customer who is a resident of New Jersey whose personal information was, or is reasonably
believed to have been, accessed by an unauthorized person.” (New Jersey, 2020). Moving into a more
digital age, is it not colossal that New Jersey doesn’t have basic data protection laws for its citizens?

In addition to the New Jersey laws stated above, it is important to note that there are existing federal
privacy laws, such as the Children's Online Privacy Protection Act which “imposes certain
requirements on operators of websites or online services directed to children under 13 years of age, and
on operators of other websites or online services that have actual knowledge that they are collecting
personal information online from a child under 13 years of age.” (Federal Trade Commission, 2013),
and the Gramm-Leach-Bliley Act (Congress, 2000) which protects financial information. However,
these federal laws do not provide sufficient protection and are very specific, as opposed to a general
protection law that encompasses the majority of corporations. New Jersey residents still lack control
over their personal data in the vast majority of cases, allowing companies to harvest and sell it to third
parties at their discretion. The New Jersey Legislature has considered enacting privacy rights in the
Disclosure and Accountability Transparency Act (Gopal, 2023). Why should the ability to exercise
privacy rights of New Jersey residents continue to suffer?



By signing this petition, you commit to the belief that citizens should have the right to control their
personal data and should be able to access, modify, delete, or opt out of the sale of their data as desired.
Help us make the New Jersey Privacy Act a reality and strengthen residents' privacy rights.
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To sign this petition, please provide your full name, city of residence, contact information, and
signature to demonstrate your support for stronger privacy protection for New Jersey residents. Your
information will not be disclosed without your explicit consent.

Please note that the structure and the information given in the petition may be subject to change. The
purpose of this petition will remain constant.

Full Name City of Residence Contact (Email/Number)  Signature
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